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7} SSH Au]2 EE(TCP 22) &213}7]

# netstat —ant

State
LISTEN
LISTEN

LISTEN
LISTEN
LISTEN
LISTEN
f:166.104.91.81:63663 ESTABLISHED
t166.104.91.81: 10 TIME WAIT

. SSH ARrl~ EE(TCP 8022) W7 3}t7]
- WA : /etc/ssh/sshd_config
[root@localhost =
w0 2
drwxr-
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- AL : Port 8022 (vi olUE| S AR3le] FEWMT F3)
# vi sshd_config

73 2005/1

-wide o
rmation.

PATH=/usr/local/bin: /bin: /usr/bin

in the default sshd config shipped with
3 with their default wvalue where
Uncommented options change a

#Listenfddr

o ¥XE AAH W4 § SSH AH|~ AF5
# /etc/init.d/sshd restart

2}, WA E SSH AH)|2~ ZLE(TCP 8022) &el3dt7]
# netstat —ant

[root@localhost

Active Internet

Proto Recv—{Q Send Tel L ddreas State

tcp a 8 e I . LISTEN

top 0 0 s §1 5y 0.0 4 LISTEN

top 0 12 : 3] 3 LISTEN

tcp 0 : 54 LISTEN

tcp 0 1: 1:2207 i 3 LISTEN

top 0 - 2 2 4 LISTEN

tep 0 % oD 26:8022 ::ffff:166.104.91.81:61273 ESTABLISHED

nh, WA E SSH AH| A~ XE=R 48}
- ssh HHo|2 HZele= 7
* ssh A8 H@3]FAHF4(P) -p 8022
[infraflocalhoat ~]% ash infr-a@lFE‘ltlal.luhlLF -p 8022

infrafl66.104.182.126"3
Last login: Mon Qct 11 14: 5; Lﬂlu from 166.104.182.126
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Basic options for your Pu Y session

- Behawiour
- Translation
- Selection
-~ Colours

=1+ Connmection

Specify the destination vou want to connect to
Haost Mame {or |P address)
166.104.10.100 -

Connection type:

) Raw 7)) Telnst

Port
apz2
") Rlegin @ SSH ) Serdal
Load, save or delete a stored session

e d S o

P -Server
DS

IPS #H1

IPS #H2
MRTG

QoS

Web Firewsall

Close window on exit:

70 Always 0 Mewver (@ Onhy on clean exit

Open ||  Cancel
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# /etc/init.d/iptables stop
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2. AW W3 (iptables) A7 €<l 3 WA e

7} A8 W3k (iptables) A A A& 8eldlr)
# iptables -L -n
[root@localhost ~]1# iptables -L
Chain INPUT (
target prot opt source destination
BRH-Firewall-1-INFUT all 0.0.0.0/0

Chain FORWARD (policy I
target Prot o 3 destination
FH-Firewall-1-INPUT

Chain OUTPUT ({policy
target prot opt source destination

Chain BH-Firewall-1-INPUT (2 re
{ pProt opt Source

icmp type 2535
udp dpt
udp dpt:63
ED, ESTABLISHED

0 te NEW tcp dpt
BEEJECT 0. =6y reject-with icmp- -prohibited

. A ®sl® (iptables) A4 W4 3H7]
- WAt : /etc/sysconfig/iptables
- H\ANE  XE WH (22 — 8022)
-A RH-Firewall-1-INPUT -p tcp -m state —-state NEW -m tcp —--dport 22 -j ACCEPT
-A RH-Firewall-1-INPUT -p tcp -m state —-state NEW -m tcp —-—-dport 8022 -j ACCEPT

cat /et
# Firewall guration written by
# Manual customization of this file not recommended.
*Filter
:INPUOT ACCEPT [0:0]
; [O=0]
[D=0]
INFUOT — [0:0]
INPUT —j BH-Firewall-1-INPUT
FORWARD —j RBH-Firewall-1-INFUT
BH-Firewall-1-INEUT -i lo -3

EH-Firewall-1-INFUT » iocmp —
FEH-Firewall-1-INPUT » 50 =7
EH-Firewall-1-THFUT

RH-Firewall-1-THPUT

RH-Firewall-1-TINFUT ]
RH-Firewall-1-TNPUT » tep —m tep —dport 631 —j
BH-Firewall-1-INFUT state ——s3tate ESTABLISHED, RELATED -]
EH-Firewall-1-INPUT state ——state NEW -m tcp -p T
EH-Firewall-1-INFUT —j BEJECT ——reject-with icmp-host—p




v} A1 w39 (iptables) WAL 2 83}7]
48 : /etc/init.d/iptables restart
& &<l . # iptables -L -n
[rootf@localhost =

Chain INFUT {pEllET A

target prot opt source destination
BEH-Firewall-1-INPUT all ]

Chain FOEWARD (policy RCCEPT)
target prot opt source destination
BH-Firewall-1-INPUT all a

Chain OUTEUT (policy AL
target prot opt aom destination

Chain RH-Firewall-1-INPUT (2
prot opt sourc
all
icmp i i -0/ icmp type 25
esp
ah
udp 0. i 22 - 0.25: udp dpt:
udp 0. i udp dpt:
tcp 0. > tcp dpt:
all i 0. - state BELATED
tcp i a z te NEW tc
all i g f reject-with icmp- h :t—prnhi

Active Int
Proto Recwv i 1 Rdc oreig ddres: State 1 'rogram name
LISTEN
LISTEN
LISTEN
LISTEN
LIJIEH

66.104.182.126 4 :166.104.91.81:5114 ESTABLISHED
166.104. 12 i :166.104.9 3663 ESTRBLISHED

[infraflocalhost ~]% net3tat -antp

(No info could be read for "-p": geteuid()=500 but yo

Actiwve Inte mectio r3 and establish

Proto Recv-{) Sen Local Rddr gn Addreszs State 'ID/Program name
tcp i I R R g i = LISTEN

tcp i 0 0.0.0.0: H LISTEN

tcp i 127 1:83 i LISTEN

tcp ( ( = frz4 LISTEN

tcp ( 012 $2207 = LISTEN

tcp i o & LISTEN

tcp i 166.104.182.1. :166.104.91.81:! 9 ESTABLISHED

s A WS (iptables) S o] &3 P A2 Al
- iptables A& o] &3] 54 [Po| tisiAnt Ao Hs & Ades IHH GAS 9
-A RH-Firewall-1-INPUT -s [H 23 &IP] -p tcp —m state ——state NEW -m tcp --dport 8022 —-j ACCEPT
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3. SSH A|v]2 Bl AslE 93t 7|} A4
- /etc/ssh/sshd_config 274 W3S 53 SSH AH] 2 Bl 73} 9y
7}, root® SSH AHIA ZE EZ2 MESH(ECHS o LEHHAECZ 20 = sy HHOZ A=
— PermitRootLogin no
. A A AAE 35 AAH(33])
- MaxAuthTries 3
Fe A At AL BE A AH600%)

o waQlo] HEH o o] Fojx A

-LoginGraceTime 600




